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1. Ifens u 3a0auu uzyuenus OucyuniuHbl

Lenb n3yueHust TUCIUILINHBI - (POPMHUPOBAHNE HABBIKOB OPraHU3alMK 0e30MacHON padoThI
Ha IIEPCOHAIBHOM KOMIIBIOTEPE M B KOMIBIOTEPHOM CETH, YMEHHMH IMPOTUBOCTOSTH
MHGOPMAIIMOHHBIM ~ yIpo3aM, BKIIOYAas TEXHUUYECKUE, TEXHOJOTUYECKHE, ICHUXOJIOTHYECKHUE,
COLIMAJIbHBIE.

3ajaun AUCHMIUIMHBL:

- ¢opmupoBaHHe 3HaHMA B OOJIACTH POCCHUICKOTO TIPAaBOBOTO  PErYIMPOBAHUS
MH(OPMAIIMOHHON 0E30TaCHOCTH;

- BBIpa0OTKa TMPEJACTaBICHWA O crocobax oOecrevyeHus 3alluThl KOMITBIOTEpa W
MIPOTUBOCTOSIHUU METOJIaM COLIMAIbHON MH)KEHEPHH;

- OCBOEHHE MPOTrpaMMHBIX CPEJICTB oOecreueHus MH(OPMAIMOHHOW O€30MacCHOCTU MpHU
paboTe Ha NepCOHAIbHOM KOMIIbIOTEPE U B KOMITBIOTEPHOM ceTH, BKIItoYasi ((OpMUPOBAHUE YMEHUIM
apryMEeHTHPOBAHHOTO BbIOOpa U CAMOCTOSITEILHON YCTAHOBKH COOTBETCTBYIOIIETO MPOTrPAMMHOIO
oOecIeyeHus;

- oOydeHue OCHOBaM KpuNTOrpauu Kak OJHOTO M3 BaXXHBIX CPEACTB IIH(PpPOBaHUS
TAHHBIX;

BOCIUTaHHe HHPOPMAITMOHHOMN KYIbTYPhI IPU pabOTE C MEPCOHATbHBIMU TaHHBIMH.
B ToM umciie BocrimTaTenbHbIE 3a/1a4K:
— (hopMHpOBaHHE MUPOBO33PEHUS U CUCTEMBI 0a30BbIX IIEHHOCTEHN IMYHOCTH;

—  (opmupoBaHHEe OCHOB MNPO(PECCHOHAIBHON KYIbTYpbl OOYYaloOIIErocss B YCIOBUSIX
Tpanchopmaiuu 061acT MPoPeCCUOHATHHON EATETHHOCTH.

2. Mecmo oucyunaunst 6 cmpykmype OIIOII BO

Juctunnuaa K.M.06.71B.02.1 «3amuTa nHbOpMalni B KOMIBIOTEPHBIX CETAX» OTHOCHTCS
KOOsI3aTeIbHOM YacTH y4eOHOTO TUTaHA.

JucnunnuHa nzydaercs Ha 4 kypce, B 8 cemecTpe.

JInst u3ydeHus AMCIHUIUTMHBI TpeOyeTcs: 3HaHUE BO3MOXKHOCTEH cepBUCOB ceTH MHTepHET
WNzyuenuro mucrumimael KM.06.11B.02.1 «3amura wHbOpMANK B KOMIBIOTEPHBIX CETIX)
MPEANIECTBYEeT OCBOSHUE TUCIMIUIMH (TIPAKTHUK):

K.M.17 NadopmanimoHHbIe TEXHOJIOTHH B 0Opa30BaHUH.

OcBoenne muctumimabl  K.M.06.JIB.02.1 «3ammra wuHPOpMAMK B KOMIIBIOTEPHBIX
CETAXMSIBIISETCS HEOOXO0MMOM OCHOBOM JIJIsl TOCIICAYIOIIETO N3YYCHHS AUCITUIUTHH (TPAKTHK):

K.M.15 Metoauka oOyueHust uHGOpMaTUKE;
K.M.16 HTEepHET-TEXHOJIOTHH.

OO0macth HpO(l)eCCI/IOHaJIBHOP'I ACATCIIbHOCTH, Ha KOTOPYHO OPUCHTUPYET AUCHUIIIMHA
<<3aH_[I/ITaI/IH(1)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CCTAX), BKIIIOYACT:

01 OO6pa3zoBanne u Hayka (B cdepe IOIIKOILHOTO, HAYalbHOTO OOIIEro, OCHOBHOTO
obmiero, cpeaHero oOmero oOpa3oBaHus, MpodeccHoHaNbHOTrO0 O0y4YeHHs, MpPo(ecCHOHATHFHOTO
o0Opa3oBaHus, JOTMOJIHUTEIHLHOTO 00pa30BaHus).

Tunbl 3amauy W 3amaud  Npo(ecCHOHANBHOW JESATEeIbHOCTH, K KOTOPBIM T'OTOBHUTCS
oOyyaronuiics, onpeaeaeHbl yueOHbIM MJIaHOM.

3. Tpebosanua K pezynomamam 0c60eHUA OUCYUNTIUHBL
[Mpotecc n3y4eHus AMCIMIUTMHBI HANIPABJICH Ha (POPMUPOBAHKE CIIEIYIOIUX KOMIICTECHIINH:

Komnemenuyus ¢ coomeemcmeuu @IocC BO

Huouxkamopur 0ocmuncenus Ooépa3zosamenvhvle pe3yivmanol
KomnemeHuui




IIK-11. Cnocoben ucnonv3oeams meopemuvecKue u npakmuuiuecKue 3Hanus 0/151 NOCM AHOBKU
upeuienusn UCC/1e006amenbCKux 3a0ay 6 npedmemnoﬁ oonacmu (6 coomeemcmeuu ¢

npogunem u

yposHem obOyuenus) u ¢ odaracmu oOpa306anusl.

neoazozuueckasn 0essmeibHOCMb

[IK-11.1 Ucnoab3yer
TEOPETUYECKUE U TPAKTHUUECKUE
3HAHUS JUIS IOCTAHOBKH U
pEeLIEeHUs UCCIEeI0BATEIbCKUX
3a/1a4 B MPEAMETHOM 00J1acTu B
COOTBETCTBUU C MPOPHIIEM U
ypoBHEM 0OyueHHUs 1 B 00JIaCTH
o0OpazoBaHwUsl.

3HATb:
- crtocoOb!I MU(POBaHUS

JAaHHBIX; YMCTh!:

- OIIpeAENATh ONTUMANIBHBIN HA0Op MPOrpaMMHbBIX

CpeacTB ansiodecriedeHus 0ezonacHoi paboThl Ha
KOMIIBIOTEPE;

BJIAJICTh!

- cpencTBamu obecriedyeHust THPOPMAMOHHOM
0e30MacHOCTH MpUPadOTe 32 NEPCOHATIBHBIM KOMITBIOTEPOM
N B KOMIIBIOTCPHBIX CCTAX.

[1K-11.2 ITpoekTupyer u pemaet
WCCIIEIOBATEIILCKUE 3a/1a91 B
MpeAMETHOM 00macTu B
COOTBETCTBUU C MPOPHIIEM U
ypoBHEM O0OyUeHHUs U B 00JIaCTH
oOpazoBaHwUsI.

3HATH:

- TIOHATHSA, CBSI3aHHBIC C HAYYHOH 00JIACTHIO
«HpopmanonHas0e30macHOCThY;

- BO3MOJKHBIC TEXHUYECKUE, TEXHOJIOTUICCKHE,
COIMAITBHBICYTPO3bI, CBSI3aHHBIC C KOMITBIOTEPHOM
TEXHUKOM;

- MepbI COOMI0IeHUST MHDOPMAITMOHHOM O€30TTaCHOCTH MPH
paboTeHa KOMIIBIOTEPE;

- BUbl HHPOPMAIIMOHHBIX YTPO3, BO3HUKAIOUIUX MIPU
paboTe BKOMIBIOTEPHBIX CETHX;

- IporpaMMHbI€ CpeICTBa U cepBUCHl IHTepHeT amst
obecnieueHUsIMH(POPMAITMOHHOM 0€30MMaCHOCTH
KOMIIBIOTEPA;

- c1ocoObI MG POBAHUS JAHHBIX;

- IPaBOBbIEC U 3aKOHO/IATEJIbHBIE aKThl B 001aCTH
obecnieueHUsIMH()OPMAITMOHHOM 0€301TaCHOCTH;
YMETh:

- aQpryMEHTUPOBAHO BHIOUPaTh M YPPEKTUBHO
UCIO0JIb30BaTh MIPOrPaMMHBIE CPEICTBA IS
obecnieueHust THPOPMAITMOHHOM 0E30TTACHOCTH
KOMIIBIOTEPA;

- OTIpeAETATH ONTUMANBHBIN HA0Op MPOTrpaMMHBIX
CpeNCTB JuIsi0o0ecTieueHrs Oe30macHOi padoThI Ha
KOMIIBIOTEPE;

BJIQ/ICTh:

- cpencTBamMu obecrieueHust ”HPOPMALMOHHOM
0€30MacHOCTH MpHUPadOTe 32 IEPCOHABHBIM KOMITBIOTEPOM
U B KOMIIBIOTEPHBIX CETAX.

IIK-14. Cnocoben

ycmanaeiueambs

codepafcameﬂbnble, MemooonozuuecKue u

MUPOBO33PEHUECKUE CBA3U npedmemuoﬁ oonacmu (6’ coomeemcmeuu C npoqbuﬂem U ypoeéHem
oﬁyuenuﬂ) CO CMEINHCHBIMU HAYUHbIMU oonacmamu

neoazozuuyecKkuil 0essmeibHoOCHb

I1K-14.3 ®opmupyer
MEXAUCLUIIIIMHAPHBIE CBA3U
MH(GOPMATUKHU C TIpeIMETaMU

3HAThb:
= BOBMOXXHBIC TCXHHUYCCKHUEC, TCXHOJIOTHUYCCKUC,
COUAJIBHBICYTI'PO3bI, CBA3aHHBIC C KOMHBIOTCpHOfI




€CTECTBEHHOHAYYHOTO LIUKJIA. TEXHUKO;

- criocoObl MM(PPOBAHUS TAaHHBIX;

- IPUMEHEHHUE MU(PPOBAHUS JAHHBIX B PA3IUYHBIX
00J1aCTAXECTECTBO3HAHUS,

YMETh!

- apTYMEHTUPOBAHO BBIOMPATh U A3PPEKTUBHO
UCTIOJIb30BATh IPOTPAMMHBIE CPENICTBA IS
obecrnieueHus HH(HOPMAITMOHHOH 0€30TTaCHOCTH
KOMIIBIOTEPA;

BJIAJICTh:

- cpencTBamMu obecrieueHust THPOPMAIMOHHOM
0e30MacHOCTH IpUPadOTE 32 NEPCOHAIBHBIM KOMITBIOTEPOM
Y B KOMIIBIOTEPHBIX CETSIX.

4. Oovem oucyunaunsl u 6UObl Y4eOHOU padomol

Bcero Bocemoii

Bun yueOHolt paboThl 4acoB ceMecTp
Konmaxmuas paboma (scezo) 40 40
JlabopaTopHbIie 40 40
Camocmoamenvhasn paboma (scezo) 32 32
Buowt npomesxcymounoic ammecmayuu

3auer +
Oowan mpyooemkocms uacol 72 72
Oowana mpyooemkocms 3auemuule eOUHUYbL 2 2

5. Cooepicanue oucyuniunl

5.1. Cooepotcanue pazoenos oucuuniumsl

Pazoen 1. IIpoonemovt ungpopmauuonnoii 6€30nacHOCmu 6 CO8PEMEHHOM 00ujecmee:

OO6mue Bompockl HH(pOpMaMOHHONW Oe3omacHocTU. HMH(popMannoHHBIE pecypchl IO
nHpopmanroHHOH Oe3omacHocTH. [IpaBoBble BOMPOCH,, CBSI3aHHBIE C HHGOPMAIMOHHOMN
O0e3omacHOCTbIO.  HopMaTuBHBIE ~ JOKYMEHTBI,  KacalollUecs  TOCYJapCTBEHHOW  TaiHBI.
[IporpaMMHbIe U anmapaTHble CPENICTBA, CBS3aHHBIE C yrpo3od obecrneueHUs MHDOPMALIMOHHON
6e3omacHoct. D0S- n DD0S-araku kak MHCTpYMEHT OrpaHUYeHHUs JOCTyIa K CETEBOMY pecypcy.
KomMmmnekcHas 3ammuTa CeTeBOro KOMIIbIOTepa OT HMH(OpPMAIMOHHBIX yrpo3. bpanamaysp kak
anmapaTHOe M MPOrpaMMHOE CPEICTBO OrpaHHueHHUs Joctyma K uHbopmaruu. I[IporpamMmubie
CpeICTBa KOMIIbIOTEpa MO OOHAPYKEHHI0 HECAHKIMOHMPOBAHHOTO BTOPKEHHUS M 3alllUTe OT
BTOP>KEHUSL.

Pazoen 2. Ilpakmuueckue 60npocvl Op2anu3auuu UH@GOPMAYUOHHOU Oe30nacHocmu 6
KOMNbIOMEPHBIX CeMAX:

[TonsiTie o0 BHIaX BHUPYCOB. AHTHUBHpPYCHAas 3alldTa KOMIbIOTEpa. AHTHUBHPYCHBIE
MpOrpaMMHEBIE cpeicTBa OUCHOTO U JoMallHero HazHaueHus. [laponbHas 3ammra. CoruanbHas
WHXeHepus U ee MeToIbl. [Iporpammel mudpoBanus AaHHBIX. DIeKTpoHHAs BamoTa. ColpanbHble
cetTh Kak uH(popmarmonHas  yrpo3a. DunbTpanus cereBoro  koHTeHTa. [lonmThka
nH(OPMAIMOHHON OE30MaCHOCTH U €€ OpPTaHu3allks B JTJOKAIBHOM CeTH.

5.2.  Cooepocanue oucuyunaunst: Jlabopamopnwie (40 u.)

Pazoen 1. Ilpoonemvt ungpopmauuonnoil 6e30naAcCHOCMU 8 COBPEMEHHOM O00ujecmee
(20 u.)

Tema 1. OOmue Bonpocsl HHPOPMATMOHHOH Oe30macHOCTH (2 4.)



Wudopmanmonnas 0e30MacHOCTh Kak HayyHass oOnactb. HampaBnenust oGecriedeHus
MH(POPMAIMOHHOM 0€301MaCHOCTH B COBPEMEHHBIX YCIOBUSX.

Tema 2. UudopmannonHbie pecypesl 10 HHYOPMAITMOHHOM Oe30macHoCTH (2 4.)

OOmume Bompocsl HHPOpPMAaLMOHHOW Oe3omacHOCcTH. MHMOpManoHHBIE pecypchl 110
MH(POPMAIMOHHON 0€301TaCHOCTH.

Tema 3. IIpaBoBbIe BOMPOCHI, CBsA3aHHBIE € HMH(OPMAIMOHHOW Oe30macHOCThIO (2 4.)
[IpaBoBO€ perynupoBaHue B 00JacTH HHPOPMALMOHHONW OE30MaCHOCTH.

3aKOHBI O IPECTYIUIEHUX B chepe HHPOPMALMOHHBIX TEXHOJIOTHH.

ABTopckoe npaBo. [Iyru nokasarenbcTBa aBTOPCTBA.

Tema 4. IlpaBoBble BONPOCHI, CBs3aHHbIC C HMH(MOPMALMOHHON Oe30macHOCThIO (2 4.)
WNuTtennexryanpHas coOCTBEHHOCTb. (CHocoOBbl 3alllUThl HUHTEJUIEKTYalbHOW COOCTBEHHOCTH.
JInneH3noHHOE MporpaMMHOEe 00ecrieueHuE.

KoMnbroTepHoe mupaTcTBO U 3aKOHOAATEIbHASI OTBETCTBEHHOCTH 3 HETO.

Tema 5. HopmaruBHbIE JTOKYMEHTBI, KacarolIMecs TOCYyIapCTBEHHOW TaWHbl (2 4.)
lNocynapctBenHnas TaitHa. OTBETCTBEHHOCTH 3a pa3TiiallieHrne roCyIapcTBEHHOM TaitHbl. CocTosiHue
3aKkoHoJarenbcTBa PO B 00651aCTH COXpaHEHHS TOCY1apCTBEHHOM TaliHBI.

[Ipumepr! HapymieHns rOCYyAapCTBEHHOM TaliHBbI.

Tema 6. IlporpammHBIE W ammapaTHbIE CPENCTBA, CBA3aHHBIE C Yrpo30d oOecredeHus
uHpopMaImoHHo! 6e3omacHocTH (2 4.)

HecaHKIMOHUPOBAHHBIA JIOCTYI K amlapaTHBIM CPEACTBAM KOMITbIOTEpa W CpPEICTBA
OTPaHHYCHUS IOCTYTIA.

Bsmom skpannoii 3actaku Windows u maposst BIOS. Crioco0sl ipeoTBpaIiieHus B3joMa.

B3nom omepanmoHHOW CHUCTEMBI TOCpencTBOM HocuTene wuHdopmaimu. CrocoObl
3amuThl. Orpanundenue noctyna k. USB-HakonuTensaMm.

Pasrpanuuenne noctyna B JOKAJbHBIX CETSIX. B3JIOM y4eTHBIX 3amuceid MoJib30BaTeseil
nokanpHOMceTH. CriocoObI PEeIOTBPAIICHHUS B3JIOMA.

Tema 7. D0S- u DDO0S-araku kak HHCTPYMEHT OTPaHUYECHHUsSI IOCTYIa K CETEBOMY pecypcy
(24)

Texnonorus mpoeneHuss DoS- n DDoS-arak (nmepenanpaBieHue Tpaduka, HaBs3bIBAaHUE
JUTHHHOM CETEBON MACKH ).

Cnoco0sr mpenotBpamenus DoS- nm DDoS-arak. IlaccuBHas u akTuBHas 000poHa mpuU
3aluTCepBeEpa OT aTak.

[IporpamMmHubie cpeacTBa U UHPOPMAIIMOHHBIE pecypchl it oTpakenus DoS- u DDoS-arak.
Tema 8. KoMIutekcHast 3aliuTa CETEBOro KOMIbIOTEPa OT HHYOPMAIIMOHHBIX YTrpo3 (2 4.)

[IpoGnembl BbIOOpa 3alIMTHOTO MporpamMmmHOro obecrneueHusi. CalThl ¢ OeCIUIATHBIM
MPOrpaMMHBIMOOECIIEYEHHUEM 10 3aIUTE KOMIIBIOTEPA.

XaKUHT ¥ aHTUXAKUHT. XaKepCKHUEe TEXHOJIOTUH.

O0630p NporpaMMHBIX CPEACTB VIS 3aIIUTHl OOBEKTOB ONIEPALIMOHHON CUCTEMBI.

Tema 9. bpanamaysp kak amnmapaTHOE M HPOTPAaMMHOE CPEJICTBO OTpaHMUYEHUS OCTYyMa
kuHpopmaruu (2 4.)

Bpanamaysp (MmexcereBoii skpan, firewall) u ero HasHauenwe. TeXHOJOTHS OTpPaKCHHUS
aTak OpaHIMaydpOM.

Hacrpoiika Bctpoernoro 6panamayspa Windows.

XapaKkTepUCTHUKU CHeMaIN3UPOBaHHBIX OpaHMay3poB. Kpurepun otbopa
OpaHIMay’pOB JISANPAKTUYECKOTO HCIIOJIb30BAHMS.
Tema 10. [IporpamMHBIE CpeacTBa KOMIIBIOTEPA 1o 0OHaApYKEHHIO

HCCAHKITUOHUPOBAHHOTOBTOPIKCHUA 1 3aIIIUTC OT BTOPKCHUA (2 ‘-I.)

ConmanbHasi ceTh Kak MHCTPYMEHT cOopa MH(popManuu o rpaxaaHuHe. MHUIMUpyeMble U
HE UHULUUPYEMbIE IIOJIb30BATEIEM YIpO3bl B COLMAIBHBIX CETSIX. Mepbl 3alMTHl  OT



MH(GOPMAIMOHHBIX YIPO3 B COIMATLHOMN CETH.

Pazoen 2. Ilpakmuueckue 60npochl OPeAHU3AUUU UHDOPMAUUOHHOU Oe30nacHocmu
komnsromepnsix cemax (20 u.)

Tema 11. TlonsTHe O BUAaX BUPYCOB. AHTHBUpPYCHAs 3alluTa KoMmIbloTepa (2 4.)
KomMmmbroTepHbie BUpYC: onpezeneHue, Npupoia BOSHUKHOBEHHUSL.

Crnioco0blI rorajanust BUPYCOB B KOMITBIOTEPHYIO CUCTEMY.

Knaccugukanus supycoB. CriocoObI 3alIUTHL OT BUPYCOB

Tema 12. AHTHBUpYCHBIE TPOTPaMMHBIE CPEACTBA O(UCHOTO M JIOMAIIHEro Ha3HAYCHUS
(24.)

BpenonocHoe mporpaMMHOe oOecrieyeHHME M IYTH €ro IONaJaHus B KOMIIBIOTEP

I0JIb30BATEI.
KomnbroTepHas pexiama Kak MHCTPYMEHT 3apa)K€HUsl KOMIIbIoTepa. PyTKUTHI.
KnaBuaTtypHble IIMHOHBI (KEUIOTTEPHI).

OyHKIIMOHANBHBIE BO3MOXXHOCTH  aHTHBHPYCHBIX TPOTPAMMHBIX cpeAcTB. OHiaiiH

AQHTUBHUPYCHI
Sms-6okepst U MeTo b 00phOBI ¢ HUME. Tema 13. [TaponbHas 3amuTa (2 4.)

[Taponp Kak cpencTBO OrpaHWYEHMsI JOCTyNma K pecypcy. TpeGoBaHus K BbIOOpY MapoJis.

XpaHuTenu napoiei.

[Iporpammbl BoccTaHOBIICHHS (B3JIoMa) mapoJtieid. bpyrdopc
Tema 14. ConmanbHasi ”HXEHEPHs U ee MeToIbI (2 1.)

0O0630p METOIOB COIMATBLHON HHKEHEPHUH.

MeToIbl ¥ METOIUKH IICHXOJIOTHIECKOTO BO3ICHCTBHUS HA JIMYHOCTD (YHHUBEPCATBHBIA CEaHC
CBSI3HM, COOOIICHHE O TPOBEPKE IMOYTHI, COOOIICHHE OT MMCHH aJMUHHCTPATOpa, KBUTAHIUSI O
JOCTaBKe, 0OJIMUEHUE U JIp.).

AHTpPOIIOTEHHBIC ~ WHCTPYMEHTBI ~ 3alllUTBl  OT METOJOB  COIMAJIBHOW  WHXCHEPUHU
(mpuBIICYCHHE K BOIpPOcaM O€30MacHOCTH, M3YYCHHE W BHEIPCHHE HEOOXOIMMBIX METOJIOB H
JNEHCTBUM ISTIOBBIIIICHHS 3aITUTHI HHPOPMAIIMOHHOTO 00ECTICUCHHUS ).

OOpaTHas coruaibHas MH)KCHEPHSL.

Tema 15. ConmanpHast HHKEHEPHUS B €€ METOBI (2 4.)

dapMUHT KaK UHCTPYMEHT CKPBITOTO MepeHanpaBieHus Ha MOJIebHble calThl. OUIIUHT U
BUIIMHT KaK HHCTPYMEHT TMOJy4eHHs KOH(puIeHIManbHON wuHPOopManmu. MOIIEHHUYECTBO B
HNutepnere.

[IpaBuna noBeneHus mosb3oBareneii B cetu MHTepHeT mpu padore ¢ MHGOPMAIUOHHBIMU
pecypcamu.

Tema 16. IIporpammel mudpoBanus JaHHBIX (2 4.)

udpoBanre MaHHBIX M €ro Ha3Ha4YeHHE. ANTOPUTMBI M CTaHAAPTHl IIHU(PPOBAHUS.
ApxuBupoBaHue (paioB ¢ mapojaeM Kak MHCTPYMEHT 3alllUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
Kpunrorpadus u ee metoap! mm@poBaHus HHPOPMALIHH.

Boccranosnenne gaHHbIX. ['pamoTHoe  ynmanmeHue HMHQOpPMAUMU C  KOMIIbIOTEpa.
Crienmanu3upoBaHHbIE IPOTPAMMHBIE CPECTBA 110 YAAJICHUIO.

Tema 17. DnexkrpoHHas BamoTa (2 4.)

DneKkTpoHHas HaaMuHOCTh. O030p MIIATEXHBIX OHJAaMH-cucTeM. ONMacHOCTH Mpu padoTe ¢
IEKTPOHHON HAITMYHOCTBIO.

IIpo6nemsl 3nekTpoHHOI orutaThl. CriocoOsl 3apaboTka B IHTepHeTe.

Tema 18. CouunanbHble ceTH Kak MHGpOpManuoHHas yrpo3a (2 4.) CouuanbHas ceTh Kak
MHCTpYMEHT cOopa uH(popMalMu O TpaxJaHuHe. HWHULIMUpyeMble W He HWHULIUUpPYEMBbIE
M0JIb30BaTEIeM YIrpo3bl B COLMAIBHBIX ceTAX. Mepbl 3ammThl OT MHGOPMALMOHHBIX YIPO3 B
COLIMAJIBHOU CETH.



Tema 19. OunbTparus ceTeBoro KOHTeHTa (2 4.)

KomnbioTepHsle mporpamMmbl  (GuiabTpanud OT HH(POPMAMOHHBIX yrpo3 HMHTepHeTa.
Cnioco6s1 punbTparys gaHHbIX. [IporpaMmMbl KOHTEHTHOM (DUIBTpauy.

Tema 20. I[Tonmutrka HHPOPMAITMOHHOM OE30MMACHOCTH M €€ OpraHU3aIis B JIOKATbHOU CeTH
(24.)

Hacrtpoiika 0Oe3omacHOoCcTH TpynmoBoi paboOTel ¢ HMHGOPMAIMOHHBIMH pecypcaMu B
JokanbHOU cetu.JlokapHas NoaUTHKA 0€3011acCHOCTU. ABTOpU3aLUA U €€ 3a1a4H.

HacTtpoiika aynuta ceteBbix pecypcoB. Pabota ¢ xypHaiaoMm 0e301acHOCTH.

3amuTa JoKanbHOM ceTH OT B3noma. CHUGGUHT.

6. Ilepeuenv yueonHo-memoouueckozo obdecneueHus 01 CAMOCHOAMENbHOU PAdOmbl
ooyuarowuxca no oucyunaune (pazoeny)

6.1 Bonpocsl u 3a0anus ons camocmosmenvHou pabomstBocomoit cemecmp (32 u.)
Paszoen 1. Ilpoonemvl ungopmauuonnoii 6Gezonacnocmu 6 cO8PEeMEHHOM o00Oujecmee

(16 u.)
Bux CPC: *BrinonHeHre HHIUBUAYATBHBIX 3aIaHUM

[ToaroToBka CUTyalMOHHBIX 3aJady MO WH(GOPMAIMOHHOM 0€30MacHOCTH Ha OCHOBAaHUU
CTaTENCOOTBETCTBYIOIIMX 3aKOHOB M HOPMATHUBHBIX aKTOB P®. Bo3MOXHBIE pa3iensl:

Paznen «KABTOPCKOE ITPABO»I'K PO u. IV:

Cratpst 1255. ABTOpCKHE MTpaBa

Cratbs 1256. JleiicTBHE NCKIIFOUATEIBHOTO IIpaBa Ha MPOU3BEACHUS HAYKH, JINTEPATyphl U
HCKyccTBaHa Tepputopuu Poccuiickoit denepannn

Cratbs 1265. IIpaBo aBTOpCTBa M MPAaBO aBTOPA HA UM

Cratbs 1266. [IpaBo Ha HEMPUKOCHOBEHHOCTH MPOM3BEIICHUS U 3alllUTa MPOU3BEACHHUSI OT
HCKaXXECHUI

Cratps 1267. OxpaHa aBTOpPCTBa, UMEHHU aBTOpa U HEMPHUKOCHOBEHHOCTH IPOU3BEICHUS
MOCJIE CMEPTH aBTOPA

Cratbs 1270. UckmounTenbHOE TpaBo Ha IPOU3BEIACHUE

Cratps 1274. CBo0OoHOE HCIIOJIB30BAHKME MPOU3BEACHHUS B WH(POPMAIMOHHBIX, HAYYHBIX,
YUEOHBIXUIH KYJIBTYPHBIX LIEISIX

Cratba 1286. JIMuEH3MOHHBIA JIOTOBOPp O MPEIOCTABICHWM IIpaBa MCIOJb30BAHUSA
MIPOU3BEACHUS

Cratps 1286.1. OTkphITas IUIIEH3Us HA UCTIOJIB30BaHUE MTPOU3BEICHUSI HAYKH, JTUTEPATyPhl
WIMHUCKYCCTBA

Cratps 1290. OTBETCTBEHHOCTD IO AOTOBOPAM, 3aKIF0Ya€MbIM aBTOPOM IIPOU3BEICHUS

Cratps 1295. CnyxebHOe Tpou3BeIcHUE

Crates 1296. [IpousBenenus, CO3JaHHbIE 110 3aKazy

Crates 1297. [IpousBeneHus, Co31aHHbIe TPH BBITIOJHEHUH PAOOT MO JOTOBOPY

Cratbst 1299. TexHuueckue cpeacTBa 3alIUThl AaBTOPCKUX MPaB

Cratpbst 1301. OTBETCTBEHHOCTH 3a HapyIIEHUE UCKIIOYUTENIBHOTO [TPaBa Ha IPOU3BE/ICHUE

Cratbs 1302. OGecnieueHue Mcka o JejiaM 0 HapylleHuu aBTopckux npas YK PO:

Cratbs 146. HapyiieHne aBTOPCKUX U CMEXHBIX IIPaB

Cratps 147. Hapymenue nu3o0perarenbckux U mareHTHbIX npaBKoAIl PO

Cratpst 7.12. HapymieHue aBTOPCKMX M CMEXKHBIX IMpPaB, U300peTaTeNbCKUX M MAaTEHTHBIX
npaB®3 PO «O06 aBTOPCKOM ITPaBE U CMEKHBIX MpaBax»:

Cratpst 17. IlpaBo pocTynma K MNpOM3BENEHHSIM H300pa3UTENbHOrO HCKyccTBa. IIpaBo
CIIEJOBaHUS



Cratpst 26. BocrpousBezeHne NpOHM3BEACHUS B JUYHBIX LEIIX Oe3 coriacusi aBToOpa C
BBITNIATOHABTOPCKOTO BO3HATPAXKIACHUS

Cratps 39. Hcnonb3oBanue (HoHOrpamMMbl, OMyOIMKOBAaHHONW B KOMMEPYECKUX IIENsAX, 0e3
COTJIACUSTIPOU3BOIUTENS (POHOTPAMMBI M HCTIOTHUTEIIS

Cratps 48. HapymieHue aBTOpCKHX M CMEXHbIX MpaB. KoHTpadakTHblE 3K3eMIUIAPHI
MIPOU3BEICHUS M (POHOTPAMMBI

Cratpst 49. I'paxx1aHCKO-TIPaBOBBIE CIIOCOOBI 3aIIMTHI ABTOPCKOTO MPaBa U CMEKHBIX IpaB
Paznen «MUHTEJUJIEKTYAJIBHAA COGCTBEHHOCTDb»
I'KPOD:

Cratpst 1246. T'ocymapCcTBEHHOE pErylMpoBaHUE OTHOIIECHUH B cdepe MHTEIUICKTYyaIbHON
COOCTBEHHOCTH

YK PO

Cratpst 159.6. MomeHHHYeCTBO B c(hepe KOMITbIOTEpHO HHPOPMAITUU

Pasnen «[IPECTYIUJIEHUS B COEPE KOMITBIOTEPHOU MH®OPMAILH» YK PD

Cratbst 272. HenpaBOMepHBIH AOCTYIT K KOMITBIOTEPHOM HHpOpMaInu

Cratpst 273. Co3nanue, MCIIOJIb30BaHIE U PACIIPOCTPAHEHHE BPEIOHOCHBIX KOMIBIOTEPHBIX
porpaMm

Cratest 274. HapymeHue mpaBHI SKCIUTyaTalldd CPEACTB XpaHEHHUS, OOpabOTKH WIIH
nepeaynKOMIBIOTEPHON HHPOPMAIUK U HH(OPMAITMOHHO-TEJIEKOMMYHUKAIIHOHHBIX CeTel

Pazzen «[TIPECTYIUIEHUS ITPOTUB F'OCYJIAPCTBEHHO! BJIACTW»

3akoH P® «O rocynapcTBeHHOW TaliHE»

Cratbs 5. [lepeuenb cBeIeHNH, COCTABIIAIONINX TOCYIAPCTBEHHYIO TaliHy

Crarps 16. B3ammHas mnepemada CBEACHHH, COCTABIISIONIMX TOCYAAPCTBEHHYIO TaiHY,
OpraHaMHUroCyIapCTBEHHO BJIACTH, MPEANPUATUAME, YUPESKICHUSIMU U OpraHU3alusIMH

Crartps 19. 3ammTa cBelEeHUIA, COCTABISAIONINX TOCYAAPCTBEHHYIO TaHY, IPH W3MEHEHUU
(GYHKIINUNICYOBEKTOB MPABOOTHOIICHUN

Cratbs 21. Jlonyck TOJDKHOCTHBIX JIUI] M TPAXK/IAH K TOCY/IapCTBEHHOM TaliHe

Cratbs 21.1. OcoOblii TOPSIAOK TOTyCKa K TOCYIapCTBEHHOM TaiiHE

Cratpst 22. OcHOBaHMs JJIs1 OTKa3a JOJDKHOCTHOMY JIMIy WIHM TPaKJaHUHY B JIOIyCKE K
roCyJlapCTBEHHOM TailHe

Cratps 24. Ol"paHI/ILIeHI/IH IIpaB OJOJDKHOCTHOI'O JIMIAa HIKM TI'paXJaaHHHa, IJOIYIICHHBIX
WK PAHCCHOITYCKABIINXCA K FOCY,HapCTBCHHOﬁ TailiHe

Cratps 26. OTBETCTBEHHOCTh 3a HapylIeHHE 3aKoHoJaTenscTBa Poccuiickoit denepanuu o
rocyapCTBEHHOMW TaliHe

VK PO:
Cratps 283. Pa3rnarnienue rocyJjapcTBeHHON TaliHBI

Crates 275. 'ocynapcTBeHHas u3MeHa
Cratbsa 276. HImnonaxxKoAIl P®:

Cratbst 7.31. Hapymenue mnopsjaka BeJeHHsS peecTpa KOHTPAKTOB, 3aKJIIOYEHHBIX
3aKa34MKaMH, pEecTpa KOHTPAKTOB, COAEPIKAILLErO CBEACHMsS, COCTABJISAIONINE IOCYIapCTBEHHYIO
TaliHy, peecTpaHe100pOCOBECTHBIX MOCTABIIMKOB (TIOAPSAYMKOB, UCTIOJIHUTEIIEH )

AnropuTtM™ pa3pabOTKH 3a/1a4uu:

1. BbIOpaTh ¥ M3YYUTh CTATHIO U3 HOPMATUBHOT'O aKTa.

2. Ilpoananmu3upoBaTh MaTepHaibl caiiToB, Hampumep, http://itsec.ru, Ha mnpeamer
HaKa3aHus 3HapyleHus B chepe nHGOpMaMOHHOI Oe30MacHOCTH.

3. Pa3paboraTh CHUTyallMOHHYIO 3aJady W TPUBECTH €€ pEIIGHHEe C YKa3aHUeM
HOPMAaTHBHBIX aKTOB,Ha KOTOPBIE OCYLIECTBIISIACH OMOPA.


http://itsec.ru/

[Ipumep 3anauu:

I'paxxnanun VBaHOB co37all aHTUBUPYCHOE IPOTPAMMHOE CPEJICTBO TOJ Ha3BaHHEM «
EFVIv» 3apeructpuposan Ha Hero cBou mpasa. 20.09.2017 3ToT rpaxkIaHUH 3aKIIOYUI JOTOBOP C
kommnanued «Saransk-1T» u mepenan cBOM MMYIIECTBEHHBIC NpaBa Ha PacIPOCTPaHEHHUE CBOETO
MIPOrPaMMHOTO TPOJIYKTa CPOKOM Ha oauH roJ. [locne 3akmroueHus: JoroBopa KoMmaHus «Saransk-
IT» mepenponana i pacnpocTpaHeHusl Bepcuio nmporpammsel « EFVIv» npyroit komnanum 6e3
BeZoMa aBTopa. Mmeer m MecTo B TaHHOHM CHUTYaIlMH HapylIIeHHE aBTOPCKOTO IpaBa Ipa)kIaHuHA
WBanoBa?Penienue.

Cornacuo Crateu 1270 'K POD:

ABTOpY NpOU3BEIEHUS WIM HHOMY IpaBOOOJIaaTeNl0 MPUHAIIEKUT HCKIIOYUTEIbHOE
IIpaBO HCHOJIb30BaTh MPOU3BEJEHHE B COOTBETCTBMM co craTheil 1229 Hactosmero Konekca B
mo0oi popme U TOOBIM HE TPOTHUBOPEYAIIMM 3aKOHY CIOCOOOM (HMCKIIIOUMTENIbHOE TMpaBO Ha
MPOU3BEJICHNE), B TOM YHCIE CIIOCO0aMH, YKa3aHHBIMH B IIyHKTE€ 2 HACTOSIICH CTaThU.
[IpaBooGagaTens MOXKET PacoOPsKAThC UCKIOYUTEIbHBIM IIPAaBOM Ha IIPOU3BEICHHE.

2. Hcmonp3oBaHWMEM TPOW3BEICHUS  HE3aBUCUMO OT  TOTO, COBEPIIAIOTCS  JIH
COOTBETCTBYIOIIHNE JCHCTBUSA B IEJISIX W3BJICUEHUS MPUObUTM WX O€3 TaKOW IeNd, CUUTAeTCs, B
YaCTHOCTH: 2) pPAcCIpOCTPAHEHHE MPOU3BEIACHUS IYTEM MPOJAXH WU WHOTO OTUYKICHHS €ro
OpUTHHAJA WIN SK3EMILISIPOB;

Takum o0pa3om, B JaHHOM cClydae HMEET MECTO HapylleHHe aBTOPCKOIO IpaBa
rpaxxaHnHa VBaHoBa.

Pazoen 2. Ilpakmuueckue 80Rpocvl op2aHu3auuu UH@OPMAUUOHHOU 0Oe30nacHOCHmU 6
Komnovromepuuix cemsax (16 u.)

Buxg CPC: *Brmmondenne wuHmuBuayadbHbix 3amanuii CXEMA O®OPMIIEHUA
OIIMCAHUA [MPUJIOXXKHEHUA — JJIs OPT'AHU3 AL HH@OPMAHHOHHOﬁ
BE30OITACHOCTHU HA KOMIIBIOTEPE

O6mme ceeaenus (20 6anmoB)

HaszBanue npunoxxeHus:

[IpousBoauTenb:

CailT npou3BOIUTENIA:

Heo6xomumMocTs HHCTAIIISALINY (J1a/HET)

TpeGoBanus K ONEpallMOHHON CHCTEME U anmnapaTHbIM pecypcam T1K:

OO6HoBIEHUE (PyYHOE/aBTOMATHUECKOC)

Tun npunoxenus (OecratHoe, yCIOBHO-OecIIaTHOE, JHIIEH3UOHHOE) DYyHKIIMOHATBHBIE
BO3MOHOCTH:

Onucanue npunoxenus (35 6amioB)

CKpUHIIOT TPUIIOKEHUS

Onucanue MyHKTOB MEHIO MPUIIOKEHUS

Hacrpoiika npunoxenus (45 6anioB)

Onucanne HACTPONKU MPUTIOKEHUS HA PaboTy

Omnucadue HSTaroB pa6OTBI C TIIPUTIOKCHUCM II0 00eCITeYeHHIO I/IH(i)OpMaLII/IOHHOI\/’I
0e30IMacHOCTH HaKOMIIBIOTECPC

Crucok HpPIJ'IO)I(eHI/Iﬁ AJIsL PAaCCMOTPCHUA

Me:xceTeBble OKpaHbl (CO BCTPOCHHBIM U oe3 BCTPOCHHOTO aHTHBprca)

AVG Internet Security, ViPNet Personal Firewall, BitDefender, Total Security Norton,
Internet Security, F-Secure Internet Security, Antiy GhostBusters, eScan Internet Security Suite,
Agnitum Outpost Firewall, Pro Jetico Personal Firewall, Core Force Privatefirewall, PC Tools
Firewall Plus



IIporpaMMbl IPOAKTUBHOM 3aLIUTHI U 3ALUTHI OT LMIITMOHCKUX IPOrPAMM
WinPatrol, Ad-Aware SUPER, AntiSpyware, Spyware Doctor, AVZ, Windows Defender,
Spybot - Search & Destroy, Spyware Terminator HijackThis, Spy Sweeper SpywareBlaster

Cucrembl o0Hapyxenus Bropxkenus Anti-keylogger, Protector Plus

7. Temamuxa Kypcosvix padom (npoekmos)

KypcoBbie paGoThl (IpOEKTHI) 10 AUCIMUILUIMHE HE MPETyCMOTPEHBI.

8. Ouenounvie cpeocmea

8.1. Komnemenyuu u mansvt hopmuposanus

Ne  [Ouenounsle cpeacTsa Kommnerenmuu, stans! ux
n/m (dbopMupoBaHUS

1 [IpeameTHO-TEXHOIOTNYECKUHA MOYIIb I1K-11, ITK-14.

2 [IpeameTHO-METOIMYECKUIT MOYIIb [1K-14

3 [Tcuxooro-meaarornaecKuii Mo Iynb [IK-11.

4 Y4eOHO-uccnea0BaTENbCKUNA MOIYITh [1K-14.

8.2. Ilokazamenu u Kpumepuu oueHueanun Komnemeuuuﬁ, WIKa/1bl OUCHUBGAHUA

[lkana, KpuTEpUH OLIEHUBAHUS U YPOBEHb CHOPMUPOBAHHOCTH
KOMIIETEHIINT

2 (HE 3a4TEHO) HUXKE
MTOPOTOBOTO

3 (3a4TE€HO) TOPOTOBBIN

4 (3auTeHO) 6a30BBIi

5 (3auTeHO)
OBBIIIEHHBIN

[TK-11 Crioco6eH nucmonb30BaTh TEOPETUUECKUE U IPAKTUICCKUE 3HAHUS JIJIsl IOCTAHOBKHU U
peIIeHHs UCCIIE0BATENILCKUX 3aa4 B TPEIMETHOM 001acTH (B COOTBETCTBHH C MPOQUIEM H
ypoBHEM 00ydeHHUsI) U B 007aCTH 0Opa30BaHMs

[IK-11.1 Mcnosib3yeT TEOPETUYECKUE U TPAKTUYECKUE 3HAHUS ISl TOCTAHOBKHU U PEIICHUS
HCCIIeIOBATENIbCKUX 3aa4 B MPEMETHON 00JIaCTH B COOTBETCTBHUH C MPOQHIEM U YPOBHEM
00y4eHHs U B 00J1acTH 00pa30BaHMS.

He criocoben B nenom ycniemno, Ho | B menom yenemno, Ho | CrniocoOeH B
HOJIHOM
UCIOJIb30BaTh 6eccUcTeMHO C OT/IEIbHBIMU o0beMe
UCIOJb30BATh
TEOPETUUYECKHE U UCIIOJIb3YeT He/loueTaMu TEOPETHUYECKHUE U
[IPAKTUYECKHE 3HAHUS TEOPETHUYECKHE U UCIIOJIb3YeT IPaKTUYECKUe
3HaHUS
U151 TIOCTAHOBKU U PAaKTUYECKHUE 3HAHUS TEOPETHUYECKHE U JUIsl IOCTAaHOBKU U
pereHus JUIsl IOCTAaHOBKU U IPAaKTUYECKHUE 3HAHUS peLeHus
HCCIIeI0BATENIbCKUX peLeHus JUIsl IOCTAaHOBKU U HCCIIE/I0BATENbCKU
X
3aJa4 B IpeIMETHOMN UCCIIeI0BATEIbCKUX peLeHus 3ajiay B
peMETHOM
o0nacTu B 3aJa4 B IpeIMETHON UCCIIeI0BATENbCKUX o0rnactu B
COOTBETCTBUHU C o0nactu B 3aja4 B IpeIMETHOMN COOTBETCTBUU C
npouieM 1 ypoBHEM COOTBETCTBUHU C obrnacTtu B npopuieM u
YPOBHEM
oOy4eHus u B obnactu | mpoduieM U ypoBHEM COOTBETCTBUU C o0yuyeHus u B
obnactu
oOpa3oBaHusl. oOy4yeHus U B 00sacTi | npoduiem u ypoBHEM oOpa3oBaHusl.
oOpa3oBaHusl. o0yuyeHus U B 00JIacTH




00pa3zoBaHusl.

[TK-11.2 TIpoekTupyeT U penraeT uccieJ0BaTeIbCKUE 3a1a4u B MPEJAMETHOM 00JIacTH B
COOTBETCTBUU C MpoduiieM 1 ypoBHEM 00ydeHUs U B 00J1aCTH 00pa30BaHMSL.

He cniocoben
HpOCKTI/IpOBaTI) nu

pemiarb
UCCIICIOBATEIILCKHE

3a/1a4y B IPEIMETHOU

obnacTu B
COOTBETCTBHUU C
npoduIeM U YypOBHEM

00y4eHus U B 00J1aCTH

o0pazoBaHwUsI.

B nenom ycrienHo, HO
OeccrucTeMHO

MPOCKTUPYET U pelIaeT
UCCIIEIOBATENbCKUE

3a/1a4y B IPEAMETHOU

obnactu B
COOTBETCTBUU C
npoduiIeM U ypoBHEM

00y4eHus u B 00J1aCTH

o0pa3zoBaHUsI.

B nenoMm ycriemHo, HO
C OTACJIbHBIMU

HeJ0YeTaMU
IPOEKTUPYET U peIIaeT

HCCICA0BATCIILCKHUEC

3a/1a4 B IPEAMETHOU
obnactu B
COOTBETCTBUH C

npoduIeM U ypoBHEM

00y4eHus u B 00J1aCTH
00pa3zoBaHUsI.

CnocobeH B
MIOJTHOM
obbemMe
MIPOCKTHPOBATH
U pelaTh
MCCIIEA0BATENbCKU
e
3a/1a4d B
MPEIMETHOMN
obmacTu B
COOTBETCTBUU C
npoduiem u
YPOBHEM
00y4eHUS U B
obnactu
00pa3oBaHUsI.

[1K-14 CriocoGeH ycTaHaBIMBATh COJepKaTeNlbHbIE, METO0JIOTHYECKHE U MUPOBO33PEHUYECKUE
CBSI3UIIPEIMETHOM 001acTH (B COOTBETCTBUU C MPO(UIIEM U YPOBHEM 00YUEHHUSI) CO CMEXKHBIMU

Hay4YHbIMU oOmacTaMu

[1K-14.3 ®opmupyeT MexXAUCITUTUTMHAPHBIC CBSI3H HHPOPMATHUKH C TIPEIMETAMH

€CTeCTBEHHOHAYYHOTO ITUKIIA.
He criocoben B nenom ycrniemuo, Ho | B memom ycmenino, HO Crioco0eH B
MIOJTHOM
dhopmupoBaTh OeccrucTeMHO C OTZIETTLHBIMHU o0beme
dbopmMupoBaTh
MEXTUCIUIIITHHAPHBIC bopmupyet HEJI0YeTaMH MEX TUCIUTUTHHAPH
bIC
CBSI3U HH(POPMATHKH C | MEXKAUCITUTUIMHAPHBIC bopmupyet CBSI3U
nH(pOpMaTUKH C
npeaMeTaMu CBSI3U HH(POPMATHKH C | MEKIUCIUIUTHHAPHBIC npeaMeTaMu
€CTeCTBEHHOHAYYHOTO npeaMeTaMu CBSI3M MH(POPMATHKH C | €CTECTBEHHOHAYYH
oro
IUKIIA. €CTeCTBEHHOHAYYHOTO npeaMeTaMu UKIIA.
IUKIIA. €CTECTBEHHOHAYYHOTO
IUKIIA.
VYpoBeHb [Ikana olleHUBaHMS ISl IPOMEKYTOUHOH [IIkana orleHUBaHUSA
c(OpMHUPOBAHHOCTH aTTecTaluu nobPC
KOMIIETCHIINU DK3aMeH 3auer
(muddepeHpoBaHHbIII
3a4er)
[ToBbIIEHHBIH 5 (oT/IIMYHO) 3a4TE€HO 90 - 100%
bazoBsii 4 (xoporio) 3a4TEHO 76 —89%
[Toporossrit 3 (YIOBIETBOPUTEIIBLHO) 3a4TE€HO 60 — 75%
Husxe noporosoro 2 (HeyJOBJIETBOPUTENBFHO) |HE3aUTEHO Huxe 60%

8.3. Bonpocwl npomencymounoi ammecmayuu




Bocomoii cemecmp (3auem, ITK-11.1, I1K-11.2, IIK-14.3)

1. ChopmynupyiiTe ompeneleHne 3amuThl WH(POPMALUU, YKAKUTE OCHOBHBIC AaCICKTHI
3amuThl UHGOPMAIMK U 00OCHYIUTE UX IIETIECO00Pa3HOCTb.

2. Oxapakrepu3yiTe CTpYKTypy 3aKOHOJaTelbcTBa PO B 06macTw 3amuThl HH(OpMAIIUH.

3. Ilepeuncnure HOPMATUBHO-TIPABOBBIE JOKYMEHTHI, OPHEHTUPOBAHHbIE Ha OOECIeYeHHe
nHpopManoHHO Oe3omacHocTH B Poccmn. OxapakrtepusyiiTe MaTepHuaiibl, HpPEACTaBICHHBIC B
3TUX AOKYMEHTaXx.

4. JlaiiTe ompeneneHue ToCydapCTBEHHOM TalHbl. llepeuncnuTe OCHOBHBIE CTaTbU B
®denepanbHOM 3aKOHE O TOCYAapCTBEHHOM TaifHE.

5. Jlaiite onpeneneHre NOHITUSIM «aBTOPCKOE IPABO» U «KOMMEpUECKas TallHa». YKaKHUTe
UX OTJIMYMTENbHbIE OCOOEHHOCTH. (OXapaKkTepus3yhTe CHOcOoObl 3alUThl AaBTOPCKUX IMpaB U
KOMMEpPYECKOU TalHBI.

6. Ilepeunciure BuUABl KOHQHISHIHMATbHONH uWHPOpManuu. llpuBeaute mpUMEpEH
KOH(UIeHIIMaTIbHONMH(OPMALIUU U YKAXKHUTE CIIOCOOBI €€ 3alUThI.

7. Ilepeuncnure HOPMATHUBHO-TIPABOBBIE aKThl, PEIJIAMEHTUPYIOIIME OOpalieHue ¢
NepCOHANIbHBIMU JaHHbIMU. [lpuBeauTe mpuUMepbl BHYTPEHHMX HOPMATHUBHBIX AakTOB Ha
MPEANPUATHH O IEPCOHAIbHBIX JTAaHHBIX.

8. Packpoiite moHsTHE «HHpOpPMaIMOHHAs 0€30MacHOCThY. llpuBeanMTe TpPHUMEpPHI
HapyleHuss THPOPMaIIMOHHOW 6€301TaCHOCTH Ha MPEINPUITHH.

9. JlafiTe mOHATHE TOJUTHKH WH(YOPMAIMOHHON Oe3omacHOCTH. ONHUIIUTE CIMOCOOBI
OpraHu3aliy MOJUTUKH UH(POPMAIIMOHHON 6€30MacHOCTH Ha MPEITPUSITHH.

10. Pacckaxute O MPOrpaMMHBIX CPEICTBAX, MCIOJB3YEeMbIX ISl  OpraHU3aluu
nH(pOpPMAITMOHHOM O6€30macHOCTH MpHU PaboTe Ha KOMIBIOTEPE.

11. Pacckaxute O TPOTPaMMHBIX CPEICTBAX, MCIOJB3YeMbIX JUISI  OpraHU3aluu
WH(POPMAITMOHHOMW 6€30MacHOCTH MPHU PabOTE B KOMITBIOTEPHOMN CETH.

12. OxapakrepusyiTe ammapaTHble cpeacTtBa 3amuThl  uHpopmanuu. [ladite wux
knaccupukanuu. [IpuBemuTe mNpUMEphl anmapaTHBIX CPEACTB  3alUThl  HHpopMamwu B
KOMIBIOTEPHON CETH MPEATIPHSITHS.

13. PackpoiiTe OCHOBHBIC HAIpPaBJICHUs OpPraHU3alMH HH(POPMAIMOHHOW OE30MacHOCTH.
CohopmynupyiiTe peKOMEHIAWU Ul OpraHU3aluy WHPOPMAIMOHHOW 0€30MacHOCTH MpH padoTe
Ha KOMITBIOTEPE ISl COTPYTHUKOB MPEIIPUSTHSL.

14. PackpoiiTe OCHOBHBIC HAIpPAaBJICHUS OpPTaHU3aIld WHPOPMALMOHHON OE30MacHOCTH B
KoMIlbloTepHOU cetu mpennpusitua. Cdopmynupyiite peKOMeHIaluu [ OpraHu3alHH
WHPOPMAIIMOHHON 0e30MacHOCTH TpuU paboTe Ha CETEBOM KOMIIBIOTEpPE ISl COTPYIHHKOB
TPEIIPUSITHSL.

15. TlpuBeaute cnocoObl HECAHKITMOHUPOBAHHOTO MMPOHUKHOBEHUS HA CETEBON KOMITBIOTEP
MPEINPUATHS U PACCKAKUTE O MYTSIX MPOTHBOACHCTBUS IIPOHUKHOBEHHUIO.

16. Packpoiite nonsitue «uH(QOpPMAIMOHHAS Yrpo3a» C MO3UIMH MPOOIEeMbl oOecreueHus
nH(OpPMAIMOHHONW 0€30MacHOCTH Ha mpeAnpusatuu. OxapakTepusydTe BUIBI Yrpo3, MPUBEIUTE
MIPUMEPHI.

17. PackpoiiTe CyThb HOPMATHBHO-TIPABOBOTO acHeKTa 3aluThl HMHPOpMAIUU Ha
MIPENPHUITHH.

18. PackpoiiTe aIMUHUCTPATUBHBIE BOMPOCHI, PErIaMEHTHUPYIOIINE AEITeIbHOCTD
MPEANPUATHS MOOPraHU3aK HHHOPMALIMOHHON O€30MTaCHOCTH.

19. Packpoiite npaBoBbI€ BOIPOCHI, PETIAMEHTUPYIOIIHNE IEATEIbHOCTh IPEAIPUITHS TIO
opranu3anu HHPOpPMaIIMOHHON OE30TTaCHOCTH.

20. OxapakTepusyiiTe opraHU3allMOHHBIE MEPHI 3aIIUTHl HHPOPMAIIUU HA MPEATPUSTHH.
O060CHYHTEOCHOBHBIE MEPOTIPHUSTHUS IO 00eCTIeYeHIIO NHPOPMAITMOHHOM 0€30MacHOCTH.



21. OxapakTepu3ylUTe TEXHOJOTHYECKHE MEpbl MH(POPMAIIMOHHON 0E30MacHOCTH Ha
npeanpustTiar. O60CHyHTe KIIacCCU(PUKALNIO CPEICTB TEXHOJIOTHIECKOH 3auThl HH(POpMAIHH.

22. OnumuTe TEXHOJIOTHIO (PYHKIIMOHUPOBAHUS OpaHIMay poB. PackpoiiTe TEXHOIOTHIO
HacTpoMKHOpaHMay3pa Ha IpUMEpe KOHKPETHOTO MPUIIOKEHUSL.

23. PacckaxxuTe O MPOAaKTUBHBIX CHCTEMax 3allUThl KOMIbIoTepa. IlpuBeanTe mpumeps
MpOrpamMMIaHHOTO Ki1acca.

24. PackpoiiTe TOHSTHE «CceTeBOU arakm». [IpuBemuTe mpuMepsl CETEBBIX aTak Ha
KOPIIOPAaTUBHYIOCETh. YKaXKHUTE YT MIPOTHBOCHCTBUS CETEBBIM aTaKaM.

25. PacckaxxuTe 0 cucTeMax OTpayKeHHs CeTeBBIX aTaK. ONMUIINTE X BUAbI, TPUHITUTIBI
(GyHKIMOHUPOBAHUSL.

26. Onumurte TpuHIUIB opradm3anunu DOS- u DoSS-arak. Pacckaxwure o criocobax
00pBHOBIJaHHBIM BUIOM MH(OPMAITMOHHOMN YIPO3BbI.

27. Onumute npuHIMITEL opranu3anuu DoS- u DOSS- arak. Pacckaxkute 00 00magHbIX
TEXHOJIOTHSIKAK C1I0co0e OOPHOBI C TAaHHBIM BUOM MH(GOPMAIIMOHHON YIPO3BI.

8.4. Memoouueckue mamepuanst, onpeoensouiue nPouedypvl OUCHUBAHUA 3HAHUIL,
YMeHUil, HA8bIKO8 U (Ul) ONbIMA 0eAmMeabHOCMU, XAPAKMEPUZYIOULUX IMANbL OPMUPOSAHUA
KomnemeHnyuil

[IpomexyrouHas aTTecTanus HpOBOAUTCA B (opme 3auera, KOTOPHIM CIyKUT (opMoit
MIPOBEPKU YCBOECHHS Y4eOHOTO MaTepuana MpakTHUYEeCKUX 3aHSATUH, TOTOBHOCTH K MPAKTUYECKOU
NESATENBHOCTH.

YCTHBIN OTBET HA 3a4€TE

Jlis oueHKH c(OPMHPOBAHHOCTU KOMIIETEHLIMH MOCPEACTBOM YCTHOTO OTBETA CTYIEHTY
IPEIBAPUTEIIBHO  MpeUlaracTcs  MEpedeHb  BONPOCOB WM KOMIUIEKCHBIX  3aJaHHUU,
IPEANojaralliiX yMEHHEe OPUEHTHPOBATHCS B IpoOiieMe, 3HaHUE TEOPETHUYECKOro MarepHala,
YMEHUS NPUMEHSTh €roB MPAaKTUUYECKOH MPo(ecCHOHAIBHON AEATEIbHOCTH, BJIaJICHUE HABBIKAMH U
IIPUEMAaMHU BBIIIOJHEHUS IPAKTUYECKUX 3aJaHUN.

[Ipu ouieHKe TOCTHKEHUH CTYJEHTOB HEOOXOJMMO 00palaTh 0co00e BHUMAHUE Ha!

—YCBOCHHE IIPOIPaMMHOTO MaTepHala;

—yYMEHHE HU3JIaraTh IPOrPaMMHBIN MaTEpHajl HAyYHBIM S3bIKOM;

—YMEHHE CBS3BIBAaTh TEOPUIO C IPAKTUKOM;

—yMEHHE OTBEYaTh HAa BUAOU3MEHEHHOE 3a/laHUE;

— BJIQJICHUE  HAaBBIKAMU  IIOMCKA,  CHUCTEMATH3alMM  HEOOXOJUMBIX  HMCTOYHHUKOB
JUTEpaTyphl MouszyyaeMoit nmpooieme;

—yMeHue 000CHOBBIBATh IPUHATHIC PEIICHUS;

—BJIaJICHUE HABbIKAMU U IIPUEMaMH BBINIOJIHEHUS IPAKTUYECKUX 3aJaHUM;

—YMEHHE MOJKPEILIATh OTBET WILTIOCTPATUBHBIM MaTepuajioM. TecTsl

IIpu ompeneneHun ypoBHS IOCTHKEHMM CTYIEHTOB C IIOMOIIBIO TECTOBOIO KOHTPOJISA
Heo0x0auMoo00paIiate 0co00e BHUMaHUE Ha cielyIoliee:

—OLICHUBAETCS TIOJIHOCTBIO IIPaBUIIbHBIN OTBET;

— IperojaBareneM JOJKHa OBbITh OIpeJelieHa MaKCHMalbHas OLIEHKa 3a  TecT,
BKJIFOYAIOIIUHOIIPENEIIEHHOE KOJIMYECTBO BOIIPOCOB;

—IIperoaBaTesIeM MOXKET OBbITh OIpeiesieHa MaKCUMallbHas OL[EHKa 33 OJIUH BOTIPOC TECTa;

— [0 BOIpOCaM, IpeIycCMaTPUBAIOIIMM MHOKECTBEHHBIH BBIOOP MpPaBUIBHBIX OTBETOB,
OLICHKA OIIPENEIAETC UCXOAd U3 MAKCUMAJIbHOW OLIEHKH 3a OJIMH BOIIPOC TECTA.

9. Ilepeuensv ocHo6HOI U OONOIHUMENILHOU YUeOH O TUmepamypul
Ocnognaa numepamypa

1.TonukoB, A. M. 3amuta nHpopManuu B MHPOKOMMYHUKAIIMOHHBIX CHUCTEMaX M CETIX
[DnexkTpoHHBIN pecypc] : yuebHoe mocobue / A. M. I'omukoB ; MuHHCTEpCTBO 00pa3oBaHus U



Hayku Poccuiickoii @enepanuu, Tomckuii ['ocynapctBensbiil YauBepcuteT Cuctem YnpaBiaeHUs U
Pagnosnextponuku (TYCVYP). — Tomck : Tomckuii rocyaapcCTBEHHBIM YHUBEPCUTET CHCTEM
yhnpaBieHuss ¥ paaumosnektponumku, 2015, — 284 c¢. - Pexum  jgocryma
http://biblioclub.ru/index.php?page=book&id=480637

2. Mo, D. besomacHocts cereit [DnektpoHHblid pecype] / D. MboiiBona. — 2-e¢ usf.,
ucnp. — M. : Hammonaneubiit  OtkpeiThiit  Yauepcuter «MUHTYUT», 2016. — 572 c. — Pexum
noctyma : //biblioclub.ru/index.php?page=book&id=429035

3. IIpoxopoa, O. B. MHWuHpopmanmonHas Oe30macHOCT, W 3amuTa uHDOpPMANUN
[DnmexkrponHbIit pecype] : yuebnuk / O. B. [Ipoxoposa ; MuHucTepcTBO 00pazoBanus u Hayku PO,
@denepalibHOE  TOCYJapCTBEHHOE  OHO/KETHOE  00pa3oBaTelbHOE  YUPEKIEHHE  BBICILIETO
npoeccnoHanbHOro 00pazoBaHus «CaMapCcKUil rOCyapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIBHBIH
yHuBepcurer». — Camapa : Camapckuil ToCyZapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIbHbIN
YHUBEPCHUTET, 2014. — 113 c. Pexnm JIOCTyIa
http://biblioclub.ru/index.php?page=book&id=438331

Hononnumensvnaa numepamypa

1. Texnonoruu 3amuThHl UHGPOPMALMU B KOMIIBIOTEPHBIX CETAX [DIIEKTPOHHBIN pecypc] /
H. A. Pynenxos, A. B. Ilponerapckuii, E. B. CmupHoBa, A. M. CypoBoB. — 2-¢ H31., HCOp. —
Mockga : Hanmonaneuerid OTkpbeiTeiid YHUBepcuTeT « THTYUT)», 2016. — 369 c. — Pexxum nocryma
- http://biblioclub.ru/index.php?page=book&id=428820

2. CarneeB, K. M. ®u3udeckne OCHOBHI 3allUThl HH(POpMaImu [DJIEKTPOHHBIN pecypc] :
yuebHoe nocobue / K. M. Carnees, B. U. [lerpenko, A. ®. Uunura ; MunuctepcTBo 00pa3oBaHus
u Hayku Poccuiickoit ®enepanuu, denepanbHoe rocyaapcTBEHHOE aBTOHOMHOE 00pa30BaTesbHOE
yupexaeHue BbIciiero mnpodeccronaabHoro oOpazoBanusi «Ceepo-KaBkasckuii (dhenepanbHbIN
yauBepcuteT». — CraBpomosp : CKOY, 2015, — 394 c¢. — Pexum pocrymna
http://biblioclub.ru/index.php?page=book&id=458285

10. Hepeuens pecypcos ungopmauuonno-menekommyHukayuonnoi cemu « dumepnemy»
1. http://all-ib.ru — Uadopmanronnas 6e30macHOCTb. 3anuTa HHPOPMaIuu

2.http://Iwww.securrity.ru  —  SecuRRity.Ru - «Mudopmanmonnas  6e30MacHOCTh
KOMITBFOTEPHBIX CHCTEM H 3aIlUTa KOH(PHUICHIIHAIBHBIX JTaHHBIX»

3.http://www.securitylab.ru — Security Lab by Positive Technologies [DnextponHbIit
pecypc]. URL: http://www.securitylab.ru

11. Memoouueckue ykazanus o0y4arOuumcsa no 0C60EHUI0 OUCUURIUHBL (MOOY)

[Ipu ocBoeHMM MaTepuaia IUCIUIIINHBI HEOOXO0AMMO:

- CIUTaHUPOBATh U PACIPEICIUTh BpeMsi, HEOOXOAUMOE AJIsl U3yUEHUS TUCIUTUIIHHBI;

- KOHKPETU3UPOBATH AJis ce0sl TUIaH U3yYeHUs MaTepHaa;

- 03HAKOMUTHCS C 00bEMOM U XapaKTepOM BHEAYJAUTOPHONU CaMOCTOSATEIbHON PabOThI
JUTSITIOJTHOIIEHHOTO OCBOEHUSI KAXJI0W U3 TEM JUCHUTLIMHBIL.

Cuenapuii u3ydeHus Kypca:

— npopaboTaiiTe KXy TeMy MO MpeIaraeMOMy HUXKE allTOPUTMY JCHCTBHIA,

- W3y4YUB BECh MaTepHall, BBIMIOJHUTE UTOTOBBIM TECT, KOTOPBIH MPOJAEMOHCTPUPYET
TOTOBHOCTH K CJlau€ 3a4eTa.

AnropuTt™ paboThl Ha/l KaXJI0M TEMOI:

— M3y4YUTE COJAEpKAaHWE TE€Mbl BHayajie MO JIEKIMOHHOMY MaTepuaiy, a 3aTeM IO
JPYTUMUACTOYHUKAM;

- MPOYMUTANTE JOMOTHUTENBHYIO JINTEPATYPY U3 CIIHCKA, MPET0KEHHOTO
MPENnoAaBaTeNeM;

— COCTaBbTE KPATKUH MJIaH OTBETA M0 KaXKI0MY BOTIPOCY, BBIHOCUMOMY Ha 00CYXACHHE
Ha 3aHATHH;


http://biblioclub.ru/index.php?page=book&id=480637
http://biblioclub.ru/index.php?page=book&id=438331
http://biblioclub.ru/index.php?page=book&id=428820
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http://www.securitylab.ru/
http://www.securitylab.ru/

— BBIYUUTE OIPEACICHUS TEPMUHOB, OTHOCSIINXCS K TEME;

— MIpOAYMaNTe IPUMEPHI U WILIIOCTPALIUU K OTBETY 110 U3y4aeMOU TEME;

- IIPOIyMBIBANTE BBICKA3bIBAHUS 10 TEMAM, IIPEVIOKEHHBIM K JJAOOPATOPHOMY
3aHATUIO.

PexomMeHgarum o pabote ¢ IuTepaTypoi:

— 03HAaKOMbBTECh C AHHOTALMSAMU K PEKOMEHJOBAHHOW JIMTEPATYpE U ONpPEACIINTE
OCHOBHOM METOAM3JIOKEHHS MaTEpHaIa TOTO WJIM NHOT'O NCTOYHUKA;

— COCTaBbTE COOCTBEHHbIE AHHOTALMU K IPYTMM MCTOYHHKAM Ha KapTOUYKaxX, YTO
MIOMOJKET MPUTIOTOTOBKE pedepaToB, TEKCTOB peueid, Mpy MOArOTOBKE K HTOTOBOW aTTECTAIINH;

— BBIOEpHTE T€ HCTOYHUKH, KOTOPbIe HanOoJIee MOIXOAT sl U3y4eHHUS KOHKPETHOU
TEMBI.

12. Iepeuens unghopmayuonnpix mexnonozui

Peanuzarust yueOHOM mporpamMMbl  00€CIEYMBAETCS JIOCTYNIOM KaXJIOTO CTYyACHTa K
nH(OPMAaLMOHHBIM pecypcaM — JIEKTPOHHOW OMONIMOTEKe U ceTeBbIM pecypcam Murtepher. s
ucrionpzoBanuss WKT B  ydeOHOM miporiecce HCHONB3YeTCsl MPOTPpaMMHOE OOecredyeHHue,
MO3BOJISIIOIIEE OCYLIECTBISATh TIOMCK, XpaHEHWe, CHCTEeMAaTH3allui0, aHajdhu3 U IPE3eHTALHUIo
nHpopMaluu, SKCIopT UHGOPMAIK Ha MUGPOBBIE HOCUTEIH, OPraHU3AIUI0 B3aUMOJCHCTBUS B
peanpHOM M BUPTYaIbHOUM 00pa30BaTeNbHOM Cpeie.

NunuBuayanpHbie pe3yinbTaThl OCBOCHMS JUCIMIUIMHBI CTyJAEHTAMU (PUKCHPYIOTCS B
nHpopmanroHHoi cucteme 1C:YHuUBEpCUTET.

12.1 Ilepeuenv npozpammnozo obecneuenus (00HOGICHUE RPOU3BOOUMCS HO Mepe
NOABNEHUA HOBBIX 8EPCUIL RPOZPAMMDbL)

1.  Microsoft Windows 7 Pro

2. Microsoft Office Professional Plus 2010

3. 1C: Yauepcurer [TPOD

12.2 Ilepeuenv unpopmayuoHHbIX CHPABOUHBIX CUCHEM(0OHO8IEHUE GbINOIHACHICA
exceneoebHo)

1.  HudopmarmonHo-npasosas cucrema "TAPAHT" (http://www.garant.ru)

2.  CnpaBounas npaBoBas cucrema «Koncynasrantlinroc» (http://www.consultant.ru)

12.3 Ilepeuensv cospemeHnHbIX NPpodheccuonHanibHblx 6a3 OAHHbIX

1.  TIpodeccuonanbhas 6a3a gaHHbIX «OTKpBIThIC AaHHbIE MUHHCTEPCTBAa 00pa30BaAHMUS
u Hayku P®x»(http://xn 8sblcdzzacvuc0jbg.xn--80abucjiibhv9a.xn--plai/opedata

2. EnumnHoe okHO moctymna k oOpazoBaresibHbiM pecypcam ( http://window.edu.ru)

13. Mamepuansvno-mexuuueckoe obecneyenue OucCyuUnIUHbL (M0OYIA)

Jis  mpoBeleHUS — ayAUTOPHBIX  3aHATUH  HEOOXOAMM  CTaHAApPTHBIA  HaOOp
CHeIHaTM3UPOBAaHHON y4eOHOM Mebenu u y4eOHOTro O0OpyHdOBaHMS, a TaKKe MYJIbTUMEIUITHOE
obopynoBaHue JUis JEMOHCTpAIlMM TMpe3eHTaluil Ha Jekuusx. s mpoBedeHHs] MPAKTUYECKUX
3aHSTHM, a TAK)KE OpPraHU3alll CaMOCTOATEIHLHONH pabOThl CTYJCHTOB HEOOXOIMM KOMITBIOTEPHBIN
KJ1acc ¢ pabo4rMu MecTaMu, 00eCTIeUnBalOIIUMU BbIX0 B IHTepHET.

[Ipn wW3ydeHHH AUCHUIUIMHBI HCIOJB3yeTCsl WHTEpakTHBHBIM Kommuieke Flipbox ams
MIPOBEJICHUS TPE3EHTAINN U BUJCOKOH(DEePEeHIIHIA.

OcHauenue ayaquTopui

1. WNuTtepakTuBHas gocka - 1 mT.

2. APM-11 (HoytOyK) - 24 miT.
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